Secure and Manage Your Computer (Windows OS)

If you are permitted to access or maintain sensitive institutional data using your personally owned computer or self-managed university-owned computer, please meet the minimum expectations below. By meeting the minimum expectations below, you also protect your personal data.
Minimum Expectations for a Secure Computer (Windows OS)
	Summary
	Details

	Settings

	Require a password for access to your computer
	Use a “Strong Alphanumeric” password, which consists of lowercase letters, uppercase letters, numerals, and special characters (@, #, &, etc.). See Windows: Change your Windows password for instructions (Windows 7). For other versions of Windows, check the Windows Support website.

	Set your screensaver to activate after 15 or fewer minutes of inactivity, and require your password to unlock it
	See Windows: Use your Windows password for your screen saver password for instructions (Windows 7). For other versions of Windows, check the Windows Support website.

	Install and use anti-virus software*
	Use University-wide enterprise security solution http://viruscheck.mak.ac.ug/

	Run the Microsoft Fix it tool for security settingsto do the following and more (or check Microsoft Support for specific instructions for these settings for your version of Windows):
	a. Turn on your Windows Firewall.* It is normally turned on by default.

b. Check your anti-virus protection status

c. Turn on Automatic Update to keep your version of Windows updated.

d. Check whether you have the latest version of Internet Explorer installed.

	Use BitLocker Drive Encryption (for laptops) to encrypt your computer's hard drive
	BitLocker is included in Windows. Check Microsoft Support for instructions for your version of Windows. (It is not necessary to encrypt desktop computers in secure locations, such as your home.)


	Summary
	Details

	Connections

	Use a secure internet connection
	Avoid connecting to unknown open/free Wi-Fi networks.

	Turn off optional network connections (WiFi, Bluetooth) when you are not using them.
	This prevents unauthorized access to your computer through those connections.

	
	


	Summary
	Details

	Management

	Turn on automatic updating to keep your Windows operating system updated
	This provides you with security updates and other improvements. See Windows: Turn automatic updating on or off for instructions (Windows 7). For other versions of Windows, check the Windows Support website.

	Keep your applications updated to take advantage of security updates and other improvements.
	Use automatic updating where available to ensure that this happens as needed.

	Only install trusted applications
	Only install applications from reputable software providers.

	Before you sell or give away your computer, erase the hard drive securely
	To ensure that you have completely removed all personal information, you can clean your hard drive with a data removal tool. The commercial products listed have more features than the free or open source products, but they all work well at erasing a hard drive. This is not an exhaustive list; you may find other tools that work well. We recommend that you select the tool that best meets your needs at the lowest cost.

Using these tools to remove data from your computer before you dispose of it can help prevent ID theft.

· DriveScrubber
· R-Wipe & Clean
· Eraser
· DBAN


	Report security incidents
	If you use your computer to maintain or access sensitive institutional data and it is lost or stolen, notify your immediate Supervisor who will then follow through the process of contacting DICTS for advise and possible data restoration.

	
	


Detailed how-to instructions for Windows security settings and tips for protecting your Windows computer are available from Microsoft:

· Microsoft Safety & Security Center
· Microsoft Virus and Security Solution Center
· Microsoft Support
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